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ABSTRACT
With recent advancements in machine learning and interest in expanding the
“smart city”, various technology companies and car manufacturers have begun pouring billions of dollars into research and development of autonomous vehicles. While
many companies are hard at work developing their own driverless cars, it is important
to begin planning how these cars will communicate with one another and other infrastructure. Because the safety of passengers and pedestrians are heavily dependent
on these communications, the careful design and implementation of these networks is
crucial. Blockchain is another technology that has amassed a great deal of attention
in recent years. Founded on its peer-to-peer nature and lack of need for a trusted
central authority, blockchain offers benefits such as integrity, security, and privacy
to various industries. Both autonomous cars and blockchain have potential to be
major industry disruptors in their own independent ways. This paper will analyze
some benefits that blockchain technology could contribute to the ways autonomous
vehicles will communicate, as well as some potential drawbacks to implementation.
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CHAPTER 1
INTRODUCTION
As the cost of producing and powering wireless devices has gone down, we have
seen vast growth in the Internet of Things (IoT) industry, where new generations of
devices are gaining internet connectivity [Gubbi et al. (2013)]. One useful IoT application is the Intelligent Transportation System (ITS) [Spadafora et al. (2005)], where
new technology is used to increase efficiency and safety in road transportation. In an
ITS, the network consisting of vehicles and other participating infrastructure is called
a Vehicular Ad-hoc Network (VANET) [Toh (2001)]. Due to various characteristics
that differentiate VANETs from traditional computer networks such as the degree of
mobility of its nodes and a need for minimal latency, researchers have highlighted
the benefits of a peer-to-peer (P2P) topology in lieu of developing VANET standards
[Song et al. (2007)]. In P2P networks, nodes communicate with each other directly,
as opposed to routing through a central medium first.
Blockchain is a technology that leverages a distributed ledger in order to allow
transactions between peers in a network, without the need for a third-party or central
trust medium. Because of the nature of the cryptographic methods used, the integrity
of these transactions is guaranteed. Blockchain was first introduced by an unknown
person or group under the alias Satoshi Nakamoto in a white paper entitled Bitcoin:
A Peer-to-Peer Electronic Cash System [Nakamoto (2009)]. The Bitcoin application
of blockchain was the first of many cryptocurrencies, which are digital currencies
through which safe transactions can be made with no central bank or government
facilitator. Although historically blockchain’s most popular implementations have
1

been in cryptocurrencies, various other industries have found potential value in this
technology.
Blockchain technology is expected to use decentralization to benefit industries
and processes where a level of trust is traditionally involved. Due to the characteristics
of VANETs and the benefits offered by blockchain, this paper will present any benefits
of using blockchain technology in VANET infrastructure and any potential drawbacks
or roadblocks in an implementation.
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CHAPTER 2
SCOPE
2.1 Overview
The full range of technology required to facilitate an autonomous vehicle and
the network it connects to could range from real-time LIDAR object-detection technology that sits on board the vehicle to cloud-based traffic analysis decisions made
in a data warehouse hundreds of miles away. In this section, the scope of this paper
will be stated, as well as any assumptions being made.
2.2 Level of Automation
The National Highway Traffic Safety Administration, a division of the United
States Department of Transportation, categorizes the autonomous nature of vehicles
into five sections. It ranges from zero, where there is no automation, thus a human
has full control of the vehicle, to five, where the vehicle has the ability to perform all
functions in any conditions, without human interaction.

3

Figure 2.1. Levels of automation as described by the Society of Automotive Engineers
[Administration (2017)]

Although, for safety and regulatory reasons, actual autonomous vehicle deployment will likely move from zero to five at a conservative pace, this analysis assumes
a high level of automation, closer to 4 or 5. We will not be concerned with how
human interaction affects the communications or even the application-level logic of
the data being transferred, but we will instead only be looking at the method of
communication.
2.3 Communication vectors
There are various points of communication that a vehicle could potentially
take part in. Some examples are vehicle to vehicle (V2V), vehicle to infrastructure
(V2I), vehicle to pedestrian (V2P), vehicle to cloud (V2C), and vehicle to everything
(V2X). Due to the nature of blockchain being used for peer-to-peer networks, we
will primarily be looking at how it can impact V2V and V2I communications. As a
result, we can assume that our two types of peers will be vehicles and Roadside Units
4

(RSUs). RSUs are stationary devices that sit along roads or at intersections and
connect with incoming vehicles, facilitate interactions, or connect with other RSUs.

Figure 2.2. V2V and V2I connections demonstrated to form P2P network
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CHAPTER 3
NETWORK INFRASTRUCTURE AND ARCHITECTURE
3.1 Network Protocol
The network protocol for V2V systems has been ready for quite some time
now. V2V communications is done through what is called a vehicular ad hoc network
(VANET). This type of network borrows many principles from the mobile ad hoc
network (MANET), which can be considered a parent to VANET. The IEEE 802.11p
standard is the standard established specifically for V2V communications. 802.11p
is also known as Wireless Access in Vehicular Environments (WAVE) and Dedicated
Short Range Communications (DSRC). It is an extension of the IEEE 802.11 standard, commonly referred to as Wifi. The IEEE 802.11p Task Group was established
in 2004 with the intention of outlining the specification. After many drafts, the protocol was approved by the Institute of Electrical and Electronics Engineers (IEEE)
in 2010 [551 (2010)]. This standard features low latency and high availability, both
being crucial for facilitating important communication between moving vehicles. The
following figure from a U.S. Department of Transportation Intelligent Transportation
Systems Joint Program Office report to Congress outlines the advantages DSRC offers
in comparison to other existing protocols, relative to V2V safety needs. [Bettisworth
et al. (2015)].

6

Figure 3.1. Comparison of Two-way Communication Technologies with Selected V2V
Requirements [Bettisworth et al. (2015)]

Figure 3.2 displays the same scenario as shown in Figure 2.2, but with a
physical representation of the DSRC connections amongst peers within range of each
other, instead of the logical connections. Keep in mind that this representation does
not feature a realistic scale of actual DSRC range capabilities, but it meant to show
how connections are made.
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Figure 3.2. DSRC Connections Between Peer Vehicles and RSUs

3.2 Network Architecture
As stated in Chapter 1, the network architecture most suitable for a VANET
is peer-to-peer (P2P). P2P networking for this VANET use case is advantageous for
several reasons:
• Proximity: Vehicles, being mobile and potentially fast-moving nodes in a network, would need to switch to new parent nodes often. Connections to nearby
peers will be more reliable than distant parent nodes such as a cellular tower.
As stated in the previous section, a DSRC protocol offers satisfactory physical
range requirements.
• Latency: Vehicles will need to make decisions based on input from other nodes,
and due to their potential velocity, low latency is pertinent. A network using
DSRC will offer lower latency, and if nodes are communicating with each other
(or even through each other) with DSRC, latency between any two peers will
be minimized.
8

• Decentralization: Distributing connections amongst diverse routes reduces
chances of network traffic bottlenecks.
• Fault-tolerance: More connections amongst nodes in a network means better
tolerance of outages. This is a core advantage of P2P architecture. Vehicular
peers will be immune to power or wired network outages as they are disconnected from the grid.

Some disadvantages of using DSRC and P2P include:
• Increased connection overhead: Due to the range and mobility of our nodes,
they will need to connect and disconnect to peers as they enter and exit range.
As a node’s velocity increases, it will likely need to connect to new nodes and
disconnect from existing nodes at a higher rate. In contrast, if our node connects
to cellular towers instead of peers, it will engage in less building and breaking
of connections.
• Limited range: DSRC range is limited to about 1000m while LTE Cellular
range is much larger and only dependent on a tower’s broadcasting range instead
of a vehicle’s.

A P2P VANET could also benefit from a super-peer architecture. In such a
system, super-peers (here implemented as RSUs) would provide services beyond that
of regular peers (vehicles). As a stationary unit, RSUs do not need to make decisions
about their own movement. These super-peers can offer the following benefits:
• Increased throughput: RSUs will be more flexible in their capacity due to
less size, cost, and power restraints than vehiclular peers. Automobile manufacturers will likely save costs by facilitating throughput levels that maximize
9

utility to the consumers that purchased their vehicle, and no one else. Government entities on the other hand, will be able to focus on providing services (like
RSUs) that benefit all vehicles on the road.
• Domain-specific functionality: RSUs can be implemented with a specific job
in mind, such as managing an intersection or prioritizing emergency response
traffic.
• Reliable inter-RSU connections: If traffic is sparse in an area, there might
not be a reliable vehicle path between two distant nodes. If two RSUs are
constantly connected, they can allow for reliable connections, even at longer
distances. This could be beneficial in rural areas where a dense local network
is unlikely.

Super-peers would also help facilitate clustering. As the size of a VANET
grows, information-sharing between two distant nodes becomes less important. Clustering allows for more focused local interactions while maintaining a broader connection between distinct clusters.
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CHAPTER 4
DATA INTEGRITY AND SECURITY
4.1 Overview
The integrity of communication within a VANET is extremely important because lives are dependent on vehicles sending and receiving accurate data. One key
feature of blockchain is immutability. VANET communications can benefit from immutability for both real-time communications and for historical logging purposes.
4.2 Blockchain Background
In a blockchain, each transaction’s header includes a hash of the previous
transaction. A hash is a fixed-length string that is unique to an input. Identical
inputs will produce identical hashes, while the likelihood of finding two distinct inputs
that produce the same hash is computationally infeasible. This means that no single
node can modify or misrepresent previous transactions, because other nodes on the
network would have conflicting histories, thus refusing such malicious attempts.
In a VANET use case, transactions are implemented as the messages being
sent to and from vehicles or RSUs. Each message will contain a payload, hash, and
previous hash. The payload is the application-level data within the message, which
could be information about the vehicle, how fast it is going or where it will turn next.
The blockchain is not concerned with the contents of this payload. The hash portion
of the message is a string calculated based on the payload. For producing this hash,
we may use an algorithm such as the Secure Hashing Algorithm (SHA-256). This
hash is dependent on the payload and any change to the payload data, no matter
11

how small, would produce an entirely different hash. The previous hash section is
simply the hash of the previous message. This is what creates the “chain” between
messages that is the blockchain. Figure 4.1 demonstrates this connection.

Figure 4.1. Basic Message Dependency with Hashes in Blockchain

4.3 Layered Abstraction
The components forming the messages in the preceding section do not convey
all the information in a single message, however. The blockchain components would
just constitute a single layer. We will look at using several layers to describe the
entirety of a message in a VANET. These layers include an Application Layer, a
Blockchain Layer, a Network Layer, and a Physical Layer. Each layer encapsulates
the above layer. Although all layers combine to make a single message, they are
logically independent of one another. Figure 4.2 demonstrates their placement and
information that could potentially be in each layer.
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Figure 4.2. Layered Approach to Abstracting VANET Messages

4.4 Security
4.4.1 Overview
In traditional computer networks, confidentiality and authentication are often
more important than integrity and availability. For instance, transferring personally
identifiable information or credit card details across a network without encryption
could have devastating consequences. However, in VANETs, confidentiality is not
nearly as important. This is because most of the data being transferred is observable,
such as the speed and direction of a vehicle, thus it is not as catastrophic if compromised. Integrity and availability, however, are much more important in VANETs
because vehicles will need to make decisions based on information received from other
13

vehicles or RSUs, and if the data they are receiving is inaccurate or they lose ability
to send or receive any data at all, the repercussions could be fatal.
4.4.2 Encryption
Encryption, residing on the Network layer, would be used to ensure the confidentiality of our data in the case that our message is intercepted by an unintended
party. A special consideration for choosing an encryption method for VANET communication is speed. The overhead for encryption and decryption should be low since
our communications are extremely time-sensitive. Typically, encryption methods that
are faster are less secure than their slower counterparts, so it is important to still use
an encryption method with an acceptable level of security.
4.4.3 Authentication
One benefit of traditional blockchain implementations is that they often allow for peers to join a network without a need for having their identity verified by
a trusted party. While anonymity can be advantageous for some implementations,
a network of vehicles and roadside infrastructure could be at risk if malicious actors join the network and contribute illegitimate information or facilitate a denial of
service experience. Ideally, digital certificates would be distributed by a regulatory
authority such as the USDOT and added by manufacturers. While deviating from a
“pure” blochckain implementation, this process is necessary to prevent unauthorized
hardware from joining the VANET.
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CHAPTER 5
FEASIBILITY OF IMPLEMENTATION
5.1 Vulnerabilities
A VANET blockchain implementation would still be vulnerable to attacks that
are typical of P2P networks and blockchains. Here are a few examples:
• Denial of service: Denial of service (DoS) attacks occur when systems are
flooded with illegitimate data to the point where they are too preoccupied to
perform their intended functions. Using authentication can help mitigate this,
however initial handshake offerings still need to occur before any successful
authentication. “Jamming” of the 802.11p dedicated band could also cause
delays or outages in DSRC connections.
• Sybil attack: A Sybil attack is an attack aimed at P2P networks where a
malicious client pretends to be multiple clients on the network in order to gain
more influence. These attacks should not be feasible if proper authentication is
enforced, however.
• On-board malware: If vendors are unable to secure their hardware, there is
a risk of incorrect data being broadcasted to other peers in a VANET. This is
extremely dangerous if the connections have been assumed to be trusted and
authentication has already occurred.
• Eavesdropping: Due to the fact that DSRC is wireless, packets can be sniffed
by anyone within range of the broadcast. If proper encryption is used, however,
15

the payload contents should not be able to be decrypted by malicious parties.
Broadcast rates and other metadata, however, may still be exposed.

5.2 Scalability
P2P networks are scalable by design. For a VANET blockchain implementation, however, the scalability problem lies in the fact that overhead for maintaining
the blockchain can get too large as the size of the network grows. This issue can be
mitigated by using clustering techniques like the one mentioned in Chapter 3.
5.3 Infrastructure costs
As VANET use increases, so will the need for a more robust management
infrastructure. The P2P nature of our VANET helps mitigate these costs by passing
on work to vehicles, however the purchasing and maintenance of RSUs and higherlevel ITS components could still become costly. However, due to the various cost
benefits of using autonomous vehicles, Governments should be able to justify the
increase in spending.
5.4 Adoption roadblocks
Safety will be a priority in the development and deployment of VANET systems. Although national regulatory bodies will likely be in charge of protocols and
manufacturing standards, state and local laws could also create barriers in deployment. Autonomous vehicles have the potential to save many lives, however there
will more than likely be critical mistakes made in the deployment process. Ethical
considerations need to be taken into account when planning the widespread use of an
ITS.
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5.5 Interoperability
As with any system that interacts with peer systems from different vendors,
a strict protocol must be defined to facilitate interaction. Vendor-specific and proprietary features may be built around the protocol, however. The United States
Department of Transportation (USDOT) has a Intelligent Transportation Systems
Joint Program Office which has a Strategic Plan that specifies plans for interoperability [Office of Assistant Secretary and Technology (2015)]. This plan highlights the
following five topics of interoperability: Architecture, Standards, Certification Testing, Cybersecurity, and Human Factors. With strict national standards for VANET
communications, manufacturers should have no problem producing software and hardware that works with other vehicles and RSUs.
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CHAPTER 6
CONCLUSION
In this paper, the prospect of using blockchain for autonomous vehicle networks
was discussed. The decentralized design offers various benefits that would not be
available in classic client-server designs. While not a perfect use case for blockchain
technology, analyzing potential applications is useful, nonetheless. As robust ITS
systems are being developed to be used in the real world, a disruptive technology like
blockchain can surely have a place somewhere in various components, even if it is not
a core feature.
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